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Building the Rule of Law

in a Digital World

By Fred Kan, Senior Partner, Fred Kan & Co.

n 28 September 2018, at the

conclusion of the 2nd Belt

and Road Law Conference

organized by The Law Society
of Hong Kong, 34 law associations from
17 jurisdictions signed the following
declaration on the formation of the
Law Tech Alliance on promoting a
shared ethical artificial intelligence (Al)
framework between lawyers from the
“Belt and Road” regions:

We are also cognizant that there
are legal and ethical challenges
to the design, development and
deployment of artificial intelligence
around the world which may pose
threats to the human race. There
are many issues, such as whether
A.l. should be used against
human in warfare, in profiling
and discrimination; whether
communications and decision-
making by and between machines

data protection and privacy; speed
of replacement of traditional jobs
and capacity building for new jobs,
etc. They all need to be addressed.
We therefore agree to collaborate to
raise and critically examine relevant
issues from a legal perspective, to
heighten public awareness and to
make submissions to our respective
governments and the United
Nations General Assembly.

should be fair and be examinable
intelligently by human; effect of
A.l. on rights and expectations to

The 34 signatories of the declaration on
the formation of the Law Tech Alliance
included, in addition to The Law Society

We, the undersigned organisations,
share our support for innovation
and technology development.
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of Hong Kong, 15 Chinese Mainland law
associations, the Taiwan Bar Association,
the Macau Lawyers Association, the Bar
of Attorneys in Gdansk, the Beirut Bar
Association, the Czech Bar Association,
the Federal Chamber of Lawyers of the
Russian Federation, the French National
Bar Council, the Indian National Bar
Association, the Luxembourg Bar
Association, the Milan Bar Association,
the Mongolian Bar Association, the
Myanmar Bar Association, the German
Federal Bar, the Law Society of Brunei
Darussalam, the Law Society of Singapore
etc.

It is therefore most heartening to
note that at the 471° session of the
General Conference of the United
Nations Educational, Scientific and
Cultural Organisation (UNESCO) held
in Paris on 24 November 2021, 193
Member States passed a resolution
to adopt the “Recommendation on
the Ethics of Artificial Intelligence”
("Recommendation”), the first ever
global standard on the ethics of artificial
intelligence adopted by the Member
States of UNESCO at the General
Conference. According to Audrey
Azoulay, Director-General of UNESCO,
this historical text defines the common
values and principles which will guide
the construction of the necessary legal
infrastructure to ensure the healthy
development of Al.

Perhaps it is interesting to note that China
is a Member State of UNESCO, and the
United States is not, as President Donald
Trump took the United States out of
UNESCO in 2017.

The preamble of the Recommendation
canvasses the sweeping premise upon
which the Recommendation has become
pressingly important:

1. Al has profound and dynamic positive
and negative impacts on societies,
environment, ecosystems and human
lives, including the human mind.

2. Al technologies can be of great
service to humanity and all countries
can benefit from them, but they also
raise fundamental ethical concerns.

-
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Al technologies can deepen existing
divides and inequalities in the world,
within and between countries.
Bringing benefits can also amplify
tension around innovation, asymmetric
access to knowledge and technologies.
Justice, trust and fairness must be
upheld so that no country and no one
should be left behind.

3. A standard-setting instrument
developed through a global approach,
based on international law, focusing
on human dignity and human rights,
as well as gender equality, social and
economic justice and development,
physical and mental well-being,
diversity, interconnectedness,
inclusiveness, and environmental and
ecosystem protection, can guide Al
technologies in a responsible direction.

The Recommendation seeks to define
Al systems as systems which have the
capacity to process data and information
in a way that resembles intelligent
behaviour, and typically includes aspects
of reasoning, learning, perception,
prediction, planning or control.

The principal aim of the Recommendation
is to provide a basis to make Al systems
work for the good of humanity and to
prevent harm. Its principal objective
is to provide a universal framework of
values, principles and actions to guide
States in the formation of their legislation,
policies or other instruments regarding Al,
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consistent with international law.

The values propounded hinge on the
respect, protection and promotion of
human rights and fundamental freedoms
and human dignity. Environmental
and ecosystem flourishing should be
recognised, protected and promoted
through the life cycle of Al systems as well
as ensuring diversity and inclusiveness.
Furthermore, Al actors should play a
participative and enabling role to ensure
peaceful and just societies, which is
based on an interconnected future for
the benefit of all.

The Recommendation lays down the
following fundamental principles:

1. There is to be proportionality in that
Al system life cycle should not exceed
what is necessary to achieve legitimate
aims and objectives. In scenarios
where decisions are understood to have
animpact that is irreversible or difficult
to reverse or may involve life and death
decisions, final human determination
should apply. In particular, Al systems
should not be used for social scoring or
mass surveillance purposes.

2. Safety and security risks should be
avoided. Safe and secure Al will
be enabled by the development of
sustainable, privacy-protective data
access frameworks that foster better
training and validation of Al models
utilizing quality data.
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3. Al actors should promote social
justice and safeguard fairness and
non-discrimination of any kind in
compliance with international law.

4. The advent of Al technologies
can either benefit sustainability
objectives or hinder them. Therefore,
the continuous assessment of
Al technologies on sustainability
should be carried out against a set
of constantly evolving goals across a
range of dimensions, such as those
currently identified in the Sustainable
Development Goals of the United
Nations.

5. There should be a right to privacy and
data protection monitored by judicial
systems.

6. It must always be possible to attribute
ethical and legal responsibility for any
stage of the life cycle of Al systems,
as well as in cases of remedy related
to Al systems, to physical persons or
to existing legal entities. Life and
death decisions should not be ceded
to Al systems. Human oversight must
include also public oversight.

7. The transparency and explainability of
Al systems are essential preconditions
to ensure the respect, protection
and promotion of human rights,
fundamental freedoms and ethical
principles. Transparency is necessary
for relevant national and international
liability regimes to work effectively.
A lack of transparency could also
undermine the possibility of effectively
challenging decisions based on
outcomes produced by Al systems and
thereby infringes the right to a fair trial
and effective remedy, and limits the
areas in which these systems can be
legally used.

8. Appropriate oversight, impact
assessment, audit and due diligence
mechanisms, including whistle-
blowers’ protection, should be
developed to ensure accountability
for Al systems and their impact
throughout their life cycle. Both
technical and institutional designs
should ensure auditability and
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traceability of the working of Al
systems, particularly to address
any conflicts with human rights
norms and standards and threats to
environmental and ecosystem well-
being.

9. Public awareness and understanding
of Al technologies and the value of
data should be promoted through
open and accessible education, civic
engagement, digital skills and Al
ethics training, media and information
literacy and training.

10.Participation of different stakeholders,
throughout the Al system life cycle, is
necessary for inclusive approach to Al
governance, enabling the benefits to
be shared by all and to contribute to
sustainable development.

As to policy action enabling the effective
implementation of the Recommendation,
UNESCO will therefore: (1) develop a
readiness assessment methodology
to assist interested Member States
in identifying their status at specific
moments of their readiness trajectory
along a continuum of dimensions;
and (2) ensure support for interest
Member States in terms of developing a
UNESCO methodology for Ethical Impact
Assessment (EIA) of Al technologies,
sharing of best practices, assessment
guidelines and other mechanisms and

analytical work.

On the other hand, governments should
adopt a regulatory framework that
sets out a procedure, particularly for
public authorities, to carry out ethical
impact assessments on Al systems to
predict consequences, mitigate risks,
avoid harmful consequences, facilitate
citizen participation and address social
challenges.

Member States should ensure the
institution of a governance and
stewardship regime. Harms caused
through Al systems are to be investigated
and redressed. Certification mechanism
for Al systems and the mutual recognition
of their certification are to be developed.
When developing regulatory frameworks,
Member States should take into
account that ultimate responsibility
and accountability must always lie
with natural or legal persons and that
Al systems should not be given legal
personality themselves.

Member States should work to develop
data governance strategies that ensure
the continual evaluation of the quality
of training data for Al systems. Member
States should ensure that individuals
retain rights over their personal data.

Member States and transnational
corporations should prioritise Al ethics



by including discussions on them in
international, intergovernmental and
multi-stakeholder fora.

Member States and business enterprises
should assess the direct and indirect
environmental impact throughout the
Al system life cycle, including but not
limited to, its carbon footprint, energy
consumption and the environmental
impact of raw material extraction
for supporting the manufacturing
of Al technologies, and reduce the
environmental impact of Al systems and
data infrastructures.

Member States should ensure that the
potential for digital technologies and Al
to contribute to achieving gender equality
is maximized. Ethical Impact Assessment
should include a transversal gender
perspective.

Member States should foster new
research at the intersection between Al
and intellectual property (IP), for example
to determine whether or how to protect
IP rights the works created by means of
Al technologies.

Member States should work with
international organisations, educational
institutions and private and non-
governmental entities to provide
adequate Al literacy education to the
public on all levels in all countries in order

to empower people and reduce the digital
divides and digital access inequalities
resulting from the wide adoption of Al
systems.

Member States should use Al systems
to improve access to information and
knowledge.

Member States should assess and
address the impact of Al systems on
labour markets and its implications for
education requirements in all countries
and with special emphasis on countries
where the economy is labour-intensive.

Member States should endeavour
to employ effective Al systems for
improving health and protecting the
right to life, including mitigating disease
outbreaks. Although it is not so stated
in the Recommendation, it must imply
improving access to healthcare and
preventing disease outbreaks.

Member States should develop guidelines
for human-robot interactions and their
impact on human-human relationships.
Particular attention should be given to
the use of robots in health care and the
care for older persons and persons with
disabilities, in education, and robots for
use by children, toy robots, chatbots
and companion robots for children
and adults. Special attention should
be paid to the possibility of using Al to
manipulate and abuse human cognitive
biases. Member States should implement
policies to raise awareness about the
anthropomorphization of Al technologies
and technologies that recognize and
mimic human emotions, particularly in
the context of robot-human interaction
and especially when children are involved.

As for monitoring and evaluation,
the Recommendation proposes the
establishment of national ethics
commissions to go together with the
development of a UNESCO Ethical
Impact Assessment methodology.

The Recommendation is only a set of
recommendations. It will be up to the
individual State to decide whether to act
upon it, and if so, to what extent. But as
remarked by Audrey Azoulay, Director-
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General of UNESCO, “[t]he world needs
rules for artificial intelligence to benefit
humanity. The Recommendation on the
Ethics of Al is a major answer. It sets the
first global normative framework while
giving States the responsibility to apply
it at their level. UNESCO will support its
193 Member States in its implementation
and ask them to report regularly on their
progress and practices.”

The long, intensive and edifying
process leading up to the birth of the
Recommendation has indeed created a
burgeoning interest and momentum for
legislating based on an internationally
accepted understanding of Al ethics.
The publication of the Recommendation
will no doubt greatly influence the
negotiations afoot on the draft Artificial
Intelligence Act presented by the
European Commission on 21 April 2021.
If passed by the European Parliament, it
would be the world’s first legally binding
law on Al

To legislate is the proper course to take.
It must be so for the advancement of the
rule of law, the core principle of which,
according to Lord Bingham, is “that
all persons and authorities within the
state, whether public or private, should
be bound by and entitled to the benefit
of laws publicly made, taking effect
(generally) in the future and publicly
administered in the courts.”

We are now witnessing the birth of the
metaverse. We are living in a digital
world.

With the great interest shown by the 34
law associations signing the declaration
on the formation of the Law Tech Alliance
and the engaging debate at the 2nd Belt
and Road Law Conference on the ethical
boundaries of Al, it is incumbent upon
The Law Society of Hong Kong to follow
through with the aims and objectives
of the declaration by drawing together
again these 34 law associations and other
like-minded organisations to establish a
platform to deliberate on an international
model law on Al and for building the rule
of law in a digital world in a UN-centric
rules-based world order. B
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